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The context for maritime securityThe context for maritime security



Security ThreatsSecurity Threats

Attack on WTC and Pentagon (2001)Attack on WTC and Pentagon (2001)



Security threats in the maritime environmentSecurity threats in the maritime environment

� ��� � � �� �� ��� � � �� �� ��� � � �� �� ��� � � �� �� ��� � � �� �� ��� � � �� �� ��� � � �� �� ��� � � �� � AchilleAchille LauroLauro (1985)(1985)



Security threats in the maritime environmentSecurity threats in the maritime environment

Attack on USS Cole (2000) in AdenAttack on USS Cole (2000) in Aden



Security threats in the maritime environmentSecurity threats in the maritime environment

Attack on MT Limburg (2002)Attack on MT Limburg (2002)

off Yemenoff Yemen



Other Threats to Maritime SecurityOther Threats to Maritime Security



Piracy & Armed Piracy & Armed 
robberiesrobberies



Illegal migrants and Illegal migrants and 
StowawaysStowaways



Drugs & Weapons Drugs & Weapons 
SmugglingSmuggling



Sabotage & ArsonSabotage & Arson



Development of Maritime Development of Maritime 
security policiessecurity policies

�� In 1983, resolution A.545 (13); In 1983, resolution A.545 (13); 

�� In 1985, resolution A.584 (14);In 1985, resolution A.584 (14);

�� In September 1986, MSC/ Circ.443;In September 1986, MSC/ Circ.443;

�� In 1996, MSC/Circ.754;In 1996, MSC/Circ.754;

�� In 1988 the SUA Convention and its ProtocolIn 1988 the SUA Convention and its Protocol



Development of Maritime Development of Maritime 
Security policies (contSecurity policies (cont……))

�� In 2001, Resolution A.924 (22) In 2001, Resolution A.924 (22) 

�� November 2001, MSC Extraordinary Session November 2001, MSC Extraordinary Session 
established the established the IntersessionalIntersessional W/G on Maritime W/G on Maritime 
SecuritySecurity

�� Its 1Its 1stst meeting took place in February 2002meeting took place in February 2002

�� MSCMSC 75 Session instructed the 275 Session instructed the 2ndnd sitting of the of the sitting of the of the 
IntersessionalIntersessional W/G ( September 2002) W/G ( September 2002) 

�� MSCMSC 76 proposed text to be considered by Diplomatic 76 proposed text to be considered by Diplomatic 
Conference. Conference. 



� � � � � � � � � 	 
 � � � 
 � � � � 	 � 
 � 
 
 � � 
� � � � � � � � � 	 
 � � � 
 � � � � 	 � 
 � 
 
 � � 
� � � � � � � � � 	 
 � � � 
 � � � � 	 � 
 � 
 
 � � 
� � � � � � � � � 	 
 � � � 
 � � � � 	 � 
 � 
 
 � � 
� � � � � � � � � 	 
 � � � 
 � � � � 	 � 
 � 
 
 � � 
� � � � � � � � � 	 
 � � � 
 � � � � 	 � 
 � 
 
 � � 
� � � � � � � � � 	 
 � � � 
 � � � � 	 � 
 � 
 
 � � 
� � � � � � � � � 	 
 � � � 
 � � � � 	 � 
 � 
 
 � � 

� � � � � � � � 
 � � 	 � � � � � 
 � � � � 
 
 � � � 
 � 
� � � � � � � � 
 � � 	 � � � � � 
 � � � � 
 
 � � � 
 � 
� � � � � � � � 
 � � 	 � � � � � 
 � � � � 
 
 � � � 
 � 
� � � � � � � � 
 � � 	 � � � � � 
 � � � � 
 
 � � � 
 � 
� � � � � � � � 
 � � 	 � � � � � 
 � � � � 
 
 � � � 
 � 
� � � � � � � � 
 � � 	 � � � � � 
 � � � � 
 
 � � � 
 � 
� � � � � � � � 
 � � 	 � � � � � 
 � � � � 
 
 � � � 
 � 
� � � � � � � � 
 � � 	 � � � � � 
 � � � � 
 
 � � � 
 � 


� � 
 � � 
 
 � � 	 � � � � � 
 � � � � 
� � 
 � � 
 
 � � 	 � � � � � 
 � � � � 
� � 
 � � 
 
 � � 	 � � � � � 
 � � � � 
� � 
 � � 
 
 � � 	 � � � � � 
 � � � � 
� � 
 � � 
 
 � � 	 � � � � � 
 � � � � 
� � 
 � � 
 
 � � 	 � � � � � 
 � � � � 
� � 
 � � 
 
 � � 	 � � � � � 
 � � � � 
� � 
 � � 
 
 � � 	 � � � � � 
 � � � � 
 ��������
� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �� � � � � �



IMO adopted a new International IMO adopted a new International 
Ship and Port Facility Security Ship and Port Facility Security 

(ISPS) Code(ISPS) Code

IInternationalnternational

SShip andhip and

PPort Facilityort Facility

SSecurityecurity

CodeCode



Purpose of the ISPS CodePurpose of the ISPS Code

……to detectto detect

& deter acts& deter acts

that threatenthat threaten

securitysecurity



The ISPS Code is in 2 partsThe ISPS Code is in 2 parts

Part A contains Mandatory Part A contains Mandatory 
requirementsrequirements

Part B contains Guidance Part B contains Guidance 
regarding provision of Part regarding provision of Part 
A and SOLAS XIA and SOLAS XI--22



Application of the CodeApplication of the Code

Applies to:Applies to:--

>Passenger Ships>Passenger Ships
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Application of the CodeApplication of the Code

Applies to:Applies to:--
>Passenger Ships>Passenger Ships

>Cargo Ships => 500GT>Cargo Ships => 500GT

>Mobile offshore Drilling Units>Mobile offshore Drilling Units

>Port facilities serving ships engaged in >Port facilities serving ships engaged in 

international voyagesinternational voyages



GovtGovt responsibilities resulting responsibilities resulting 
from Part A from Part A 

�� Identifying the Designated AuthorityIdentifying the Designated Authority

�� Demarcating port facilitiesDemarcating port facilities

�� Security assessments and security plans approvalSecurity assessments and security plans approval

�� Setting security levelsSetting security levels

�� Control and compliance measuresControl and compliance measures

�� Recognized  Security Recognized  Security OrganisationOrganisation

�� Testing approved plansTesting approved plans

�� Issuing ISSC to shipsIssuing ISSC to ships

�� Communicating with IMOCommunicating with IMO



SASA’’ss ISPS Code ISPS Code 
implementation strategyimplementation strategy

�� DOT establish the Maritime Security Advisory Committee DOT establish the Maritime Security Advisory Committee 
(MSAC) consisting of:(MSAC) consisting of:
�� DHADHA
�� DODDOD
�� DFADFA
�� SARSSARS
�� NPANPA
�� SAMSASAMSA
�� SAPSSAPS
�� NIANIA
�� NICOCNICOC
�� SAPOSAPO



SASA’’ss ISPS Code ISPS Code 
Implementation strategy Implementation strategy 

(Cont(Cont…….).)
The MSAC set up the following Working Groups:The MSAC set up the following Working Groups:

�� Ships and Port FacilitiesShips and Port Facilities

�� Legal Advisory Legal Advisory 

�� Movement of people Movement of people 

�� Movement of goods Movement of goods 

�� Regional coRegional co--ordinationordination

�� Systems and TechnologySystems and Technology

�� Security within the EEZSecurity within the EEZ



SASA’’ss ISPS Code ISPS Code 
Implementation strategy Implementation strategy 

(Cont(Cont…….).)
�� IMO/SA five days workshop on maritime security IMO/SA five days workshop on maritime security 

held on 8held on 8--12 Sep 03.12 Sep 03.

�� A Strategy Review/Planning meeting held on 17 A Strategy Review/Planning meeting held on 17 
Feb ’04 Feb ’04 

�� Industry stakeholders’ consultative meetingsIndustry stakeholders’ consultative meetings

�� Development of the Merchant Shipping (Maritime Development of the Merchant Shipping (Maritime 
Security) Regulations, 2004Security) Regulations, 2004



Merchant Shipping (Maritime Merchant Shipping (Maritime 
Security) Regulations, 2004Security) Regulations, 2004
�� The purpose: The purpose: is to safeguard against unlawful is to safeguard against unlawful 

interference with maritime transportinterference with maritime transport

�� Maritime Security level 1 to be in force for ships, Maritime Security level 1 to be in force for ships, 
ports, port facilities, port service providersports, port facilities, port service providers

�� DG to declare maritime security 2 and 3 in DG to declare maritime security 2 and 3 in 
consultation with NICOCconsultation with NICOC

�� DG may give security directionsDG may give security directions

�� DG to approve,cancel or direct variation/revision DG to approve,cancel or direct variation/revision 
of maritime security plansof maritime security plans

�� DG determine requirements for provision of preDG determine requirements for provision of pre--
arrival information (96 hrs in SA)arrival information (96 hrs in SA)



Merchant Shipping (Maritime Merchant Shipping (Maritime 
Security) Regulations (ContSecurity) Regulations (Cont……))

�� Ship security plan to be approved by SAMSA;Ship security plan to be approved by SAMSA;

�� Ship operator may to SAMSA for an ISSC;Ship operator may to SAMSA for an ISSC;

�� Ship security records to be kept by ships;Ship security records to be kept by ships;

�� Security plans (ports & ships) to be revised every Security plans (ports & ships) to be revised every 
5 years5 years

�� DG may designate DG may designate AuthorisedAuthorised Officers from DOT, Officers from DOT, 
SAPS, SARS, SANDF, NIA SAPS, SARS, SANDF, NIA 



Submission of maritime Submission of maritime 
security planssecurity plans

Regulation 47 states Regulation 47 states 
that:that:

“ A maritime security “ A maritime security 
plan for the a plan for the a 
maritime industry maritime industry 
participant must participant must 
be given to the be given to the 
DirectorDirector--General General 
for approval”for approval”



Approving maritime security Approving maritime security 
plans plans 

�� Port of Durban (27 facilities)Port of Durban (27 facilities)

�� Port of E.London (6 facilities)Port of E.London (6 facilities)

�� Port of C. Town (12 facilities)Port of C. Town (12 facilities)

�� Port of P. Elizabeth (9 facilities)Port of P. Elizabeth (9 facilities)

�� Port of R.Bay (8 facilities)Port of R.Bay (8 facilities)

�� Port of Port of SaldanahSaldanah (4 facilities)(4 facilities)

�� Port of Port of MosselMossel Bay (1facility)Bay (1facility)

www.imo.orgwww.imo.org

�� Approximately 4507 preApproximately 4507 pre--arrrivalarrrival
messages received from 1 July 04 to messages received from 1 July 04 to 
end of Feb 05end of Feb 05



IMOIMO’’ss work on maritime work on maritime 
securitysecurity

�� Guidance on the submission of securityGuidance on the submission of security--related info related info 
prior to entry of a ship into port;prior to entry of a ship into port;

�� Interim Guidance on voluntary selfInterim Guidance on voluntary self--assessment by assessment by 
GovtGovt and by port facilities;and by port facilities;

�� C/group to develop draft guidance on the access of C/group to develop draft guidance on the access of 
p/authorities, emergency response service and pilots.p/authorities, emergency response service and pilots.

�� States to submit information on false security alerts States to submit information on false security alerts 
and distress/security double alerts and distress/security double alerts 

�� Govt. and industry to contribute to International Govt. and industry to contribute to International 
Security Trust FundSecurity Trust Fund

�� Govt. and industry to make experts available to assist Govt. and industry to make experts available to assist 
in future technical coin future technical co--operation projectsoperation projects

�� Interim guidelines for the authorization of RSOInterim guidelines for the authorization of RSO
�� Directives for the MRCC to acts of violence against Directives for the MRCC to acts of violence against 

shipsships



Slide 1.9


